
 

CHAPTER I: Understanding 
Cyberattacks and Breaches to 

Cybersecurity 

 

he purpose of this chapter is twofold. First, it illustrates the scale and 
scope of the cybersecurity problem for the lay audience, namely that 
the increasing reliance upon information technology has exposed the 

modern workplace to an increasing number of threats from any number of 
vectors, including competitors, cybercriminals, hacktivists, nation-states, and 
disgruntled employees. The second purpose is to demonstrate how 
vulnerable some of these systems are to malfeasance and to expose the 
heightened risk law practitioners face by virtue of the information they come 
to possess during the ordinary course of practice. 

I. INTRODUCTION 

The commercialization of the information technologies in the 
1990’s introduced the Internet to the business world and regular 
households, creating myriad benefits for people around the world. Cost 
efficiencies, increased productivity, elimination of distances in 
communication, access to a vast amount of information, and flexibility in an 
ever-changing environment are some of the advantages of IT. An important 
feature of the Internet was its openness in its structural design through the 
flexibility of communication protocols, and in its social/institutional 
organization that allowed for constant improvements to the technology. The 
Internet’s early beginnings in American universities in the 1960’s and 1970’s 
amidst a “culture of freedom” contributed to the idea of using computer 
networking as a tool of free communication and political liberation. 
However, the initial claims of freedom, openness, accessibility and flexibility 
that the information technologies purported to provide to society have been 
a double-edged sword. While the benefits of the Internet are undeniable, its 
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risks and vulnerabilities such as cyberwar, cyberespionage and cybercrime 
remain, to a large extent, unsolved.  

In the 1990’s and early 2000’s, most computer and Internet security 
problems were due to human error in defective computer configuration, 
employee misdemeanour, and to a lesser extent random individuals trying to 
test government defences.6 Those few attacks had limited impact and did not 
target corporations or law firms specifically.7 However, as the use and 
versatility of IT has grown, so too has the vulnerability of corporations and 
law firms through cyber-attacks which have become more sophisticated, 
organized and systematic. In a speech at Stanford University, former U.S 
President Obama, pointed out that “it’s one of the great paradoxes of our 
time that the very technologies that empower us to do great good can also be 
used to undermine us and inflict great harm.”8 The majority of services, such 
as financial systems, the power grid, health systems, administration, and the 
military run on networks connected to the Internet, which have created 
significant benefits to society but leave us vulnerable to attacks as never 
before.  

The paradoxical nature of cybersecurity is a recurring concept 
throughout this manuscript. As Edward Luttwak elegantly demonstrates in 
his book, “Strategy: The Logic of War and Peace,” conflict is riddled with 
paradox.9 Improving cybersecurity is a game of strategy. Much like military 
tactics, the goal of cybersecurity is to outwit the opponent. Employing non-
canonical cybersecurity strategies can give a firm an edge over hackers. Such 
methods introduce the element of surprise, making it more difficult for 
hackers to discover valuable information. This may require one to employ 
cybersecurity strategies that are inconvenient. A firm must consider the 
inconvenience associated with particular cybersecurity methods and choose 
to employ the tech methods that display a suitable balance between security 
and efficiency that is best for the particular needs of the business. 

 
6  Ibid. 
7  Ibid.  

8  “Remarks by the President at the Cybersecurity and Consumer Protection Summit” (13 
February 2015), online: The White House <https://obamawhitehouse.archives.gov/the-
press-office/2015/02/13/remarks-president-cybersecurity-and-consumer-protection-
summit> [perma.cc/PS33-LRJX]. 

9  Edward N Luttwak, Strategy: The Logic of War and Peace (Cambridge: The Belknap 
Press of Harvard University Press, 2001). 

https://obamawhitehouse.archives.gov/the-press-office/2015/02/13/remarks-president-cybersecurity-and-consumer-protection-summit
https://obamawhitehouse.archives.gov/the-press-office/2015/02/13/remarks-president-cybersecurity-and-consumer-protection-summit
https://obamawhitehouse.archives.gov/the-press-office/2015/02/13/remarks-president-cybersecurity-and-consumer-protection-summit
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Much attention has been devoted to governments and large 
corporate groups suffering from cyber-attacks while less attention has been 
given to consumers and small firms who are regularly affected by cyber 
threats.10 Many cyber breaches go unreported, either due to their small 
magnitude or the fact that companies fear the consequences of a tarnished 
reputation. Companies are exposed to having trade secrets, business 
strategies and intellectual property stolen. People shop, pay bills, bank, and 
manage their private information online at the click of a mouse, something 
that was unthinkable a few decades ago. Although convenient, these benefits 
put consumers at risk of identity theft, which can damage one’s credit score 
and personal reputation. 

New information technologies have created unprecedented 
challenges for legal professionals. Law firms have become attractive targets 
for cyberattacks as lawyers have access to and store clients’ confidential 
information. Several prominent Bay Street law firms working on a 
PotashCorp takeover were attacked by hackers, apparently based in China, 
in an attempt to frustrate the deal.11 The attackers used phishing techniques 
to send emails to law firms and government officials purporting to be from 
trusted officials’ accounts. Once the attachments were opened, they spread 
malware in the computer network designed to gather and leak information 
on the potash transaction. The Boston Business Journal highlighted the 
potential risks the ten largest Boston intellectual property law firms face to 
cyberattacks and the leakage of sensitive data.12 The journal pointed out that 
law firms are increasingly at risk of cybersecurity breaches. Notably, Cisco’s 
2015 Annual Security Report ranked law firms as the seventh highest sector 
to be a target of cyberattack in 2014.13 

 
10  Scott Shackelford, Managing Cyber Attacks in International Law, Business, and Relations  

(Cambridge: Cambridge University Press, 2014).  
11  Greg Weston, “Foreign hackers targeted Canadian firms” (29 November 2011), online: 

CBC News < https://www.cbc.ca/news/politics/foreign-hackers-targeted-canadian-firms -
1.1026810> [perma.cc/2JYJ-ESWB]. 

12  Mark Stevens, “Guest commentary: Boston’s law firms are targets for cyber criminals” 
(22 April 2015), online: Boston Business Journal 
<http://www.bizjournals.com/boston/blog/techflash/2015/04/guest-commentary-
boston-s-law-firms-are-targets.html?page=all> [perma.cc/Y6VU-GCQY]. 

13 “2015 Annual Security Report” (2015) at 14, online (pdf): Cisco 
<https://www.cisco.com/web/offer/gist_ty2_asset/Cisco_2015_ASR.pdf> 
[perma.cc/M7BD-JEU5]. 

https://www.cbc.ca/news/politics/foreign-hackers-targeted-canadian-firms-1.1026810
https://www.cbc.ca/news/politics/foreign-hackers-targeted-canadian-firms-1.1026810
http://www.bizjournals.com/boston/blog/techflash/2015/04/guest-commentary-boston-s-law-firms-are-targets.html?page=all
http://www.bizjournals.com/boston/blog/techflash/2015/04/guest-commentary-boston-s-law-firms-are-targets.html?page=all
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Lawyers have underestimated the cyber risks and the consequent 
liability arising from cyberattacks. Naturally, lawyers are generally not experts 
in computer technology. They have widely embraced technology and 
adopted mobile devices, Internet networks, and cloud services (among 
others) to work more efficiently and reduce costs, but further still, they have 
an obligation to protect clients’ data. Breaches of this data could expose 
lawyers to potential suits from clients. Despite this, Canadian Bar 
Association reports show that law firms generally place low emphasis on 
cybersecurity.14  

Hacking into the cloud or the providers of network services such as 
Google or Microsoft would give hackers access to vast amounts of sensitive 
data. In the wake of former U.S. intelligence contractor Edward Snowden’s 
confessions about the National Security Agency prying into citizens’ private 
communications, there are concerns about governments eavesdropping on 
private personal information.15 Greater risks for law firms are the 
cyberespionage operations perpetrated by state-sponsored bodies and private 
hackers with the aim of obtaining trade secrets for their own benefit. A large 
law firm working with the stock market may harbour several confidential 
transactions at one point that if successfully hacked, could destabilize public 
markets.16 Placing more attention and resources on security has become 
imperative for law firms.  

The purpose of this chapter is to introduce the reader to the many 
types of cyber-threats that exist, the vectors that they can be advanced from 
and just how vulnerable most users are to these threats.  Additionally, it will 
introduce and explain why law firms and lawyers are such high value targets.  
In short, this chapter explains the “what” of the problem. 

 
14  Fuchs, Pablo and Sopora, Christine,“On guard” (25 September 2013), online: Canadian 

Bar Association National Magazine <http://www.nationalmagazine.ca/Articles/Sept-Oct-
2013/On-guard.aspx> [perma.cc/45QQ-9PEW]. 

15  Fuchs, Pablo and Sopora, Christine. “Leaking information” (25 September 2013), 
online: Canadian Bar Association National Magazine  
<http://www.nationalmagazine.ca/Articles/Sept-Oct-2013/Renseignements-sous-
surveillance.aspx> [perma.cc/3KHZ-W4BH]. 

16  Ibid.  
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II. CYBERSPACE, INFORMATION TECHNOLOGIES AND THE 

CYBERSECURITY IMPERATIVE 

Cyberspace is claimed to be a virtual and borderless terrain that 
coexists with physical space.17 Cyberspace is not the Internet or the web. The 
Internet is the “networked physical infrastructure of interconnected 
computer networks that allows information to move through cyberspace”18. 
The web is “a service that runs on the Internet” or on the network.19 In this 
way, cyberspace encompasses the Internet and the web.  

Although cyberspace is intangible to some extent, it does not exist 
without physical components, such as a computer, a mobile device or a 
telecommunications plant.20 Physical components, which enable digital 
communication, allow nations to claim jurisdiction over the virtual activities 
performed within their borders. Since almost any computer is a potential 
border entry point, cybersecurity has become a primary concern.21  A 
cyberattack may originate in a computer located in one country and its 
consequences may be felt in the territory of several other countries. 
Territoriality and jurisdiction remain relevant, although, the challenges to 
regulation of cyberspace and effective law enforcement are numerous in this 
fast-changing environment.  

The Internet is a massive human phenomenon that engages billions 
across the globe. Users are the driving force of the information technologies 
that shape and give life to it. As people use and engage in the network, 
criminals strive to take advantage of them. Indeed, without users there would 
be no cyber-attacks.22 Consequently, understanding the nature of the attack 
and the motivations of the perpetrators is essential to forming effective 
cybersecurity policies that can protect legal professionals and their firms.  

 
17  Matthew E. Castel, “International and Canadian Law Rules Applicable to Cyber Attacks 

by State and Non-State Actors” (2012) 10 CJLT 89; See also Paul Rosenzweig, 
“International Governance Framework for Cybersecurity” (2012) 37:2 Can-US LJ 405. 

18  Supra note 10 at 55. 
19  Ibid. 
20  Castel, supra note 17 at 2. 

21  Rosenzweig, supra note 17 at 1.  
22  Supra note 10 at 56. 
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The term cybersecurity is increasingly being used in legal settings and 
boardroom discussions. However, there is still poor understanding of what 
this term means for the private sector, and more specifically for the legal 
practice. Many think it refers to technological measures put in place towards 
protection of a network and virtual communications. Others attribute it 
exclusively to IT experts or the workings or methods employed to protect 
against hackers. In fact, cybersecurity “is the deliberate synergy of 
technologies, processes, and practices to protect information and the 
networks, computer systems and appliances, and programs used to collect, 
process, store and transport that information from attack, damage, and 
unauthorized access.”23 As such, cybersecurity involves a whole range of 
activities to protect private records such as the processes used to create, 
manage, share and store information, and the practices to train lawyers and 
staff in the protection of the firm’s data.24  

Effective cybersecurity should preserve the confidentiality and 
integrity of the information from damage and unauthorized access.25 In his 
pivotal book, “Thinking, Fast and Slow,” Daniel Kahneman highlights the 
importance of slow and rational thinking.26 In the time of a crisis, humans 
are likely to think in a fast and error prone manner. Thus, the preparation 
of a cybersecurity management plan, including a cyber-threat reaction plan, 
made thoughtfully and in advance of any crisis provides a resource to staff 
that is more reliable to follow when a crisis does occur. Kahneman’s 
behavioural science research suggests that cybersecurity strategies are best 
when they are planned and deliberate. 

Questions about cybersecurity necessarily require engagement with 
the computer engineering community. The Internet was designed to be an 
open and free communication system that nobody really owns or operates. 
The rules to determine how the Internet works are heavily influenced by the 
Internet Engineering Task Force (IETF), an “open international community 
of network designers, operators, vendors and researchers concerned with the 
evolution of the Internet architectures and the smooth operation of the 

 
23  Gregory J Touhill & C. Joseph Touhill, Cybersecurity for Executives: A Practical Guide 

(Hoboken: John Wiley & Sons, Inc, 2014) at 2.  
24  Ibid. 
25    Ibid. 
26  Supra note 4.  
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Internet,” headquartered in California.27 IETF is a self-organized group of 
computer engineers preoccupied with the better functioning of the Internet 
from a technical point of view. They do not control or patrol cybercriminal 
activity on the net as they are not a law enforcement group.28 Better 
communication and collaboration between the computer engineering 
community and law enforcement agencies would be helpful to ensure more 
technically effective cybersecurity measures.  

III. CAUSES OF CYBERATTACKS AND DATA BREACHES 

Like many other businesses, many law firms have adopted internal 
computer networks to work more efficiently. Attackers often target entry 
points in the network that are poorly guarded and then use one host to infect 
others on the closed network. Cyber threats are numerous and the 
terminology to define them is not standardized, as the kinds of threats are 
constantly evolving alongside the technologies that are exploited.29  

A computer hacker is someone who has the expertise to infiltrate 
the security of a computer system. Hackers’ motivations to exploit computer 
systems may be numerous. The reasons may range from pure financial 
motives to political or simply egotistical reasons. The British law firm, ACS: 
Law, was attacked in September 2010 by hackers that disliked its practices of 
impeding illegal file sharing.30 Hackers employed distributed denial-of-service 
(DDoS) attacks to crash the law firm’s website and access thousands of 
people’s names, addresses and a list of pornographic films illegally 
downloaded. The law firm was fined for the breach of clients’ privacy and 
closed down as a consequence of the public exposure.  

The ways in which cyber threats present themselves in law firms are 
various. Some basic cyber weapons and tools are:  

 
27  “Overview of the ITEF” (2009), online: IETF  

<http://www.ietf.org/old/2009/overview.html>  [perma.cc/C7YE-7PTJ]. 
28  Rosenzweig, supra note 17 at 3. 

29  Pauline Reich, “To Define or Not to Define: Law and Policy Conundrums for the 
Cybercrime, National Security, International Law and Military Law Communities” in 
Pauline C. Reich & Eduardo Gelbstein, eds, Law, Policy, and Technology: Cyberterrorism, 
Information Warfare, and Internet Immobilization (Hershey: Information Science Reference, 
2012).  

30  “ACS:Law fined over data breach” (11 May 2011), online: BBC News 
<http://www.bbc.com/news/technology-13358896> [perma.cc/Y5P6-G5KE].    
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Spear Phishing emails: these are apparently legitimate emails that 
mimic a trusted source, which deceives the receiver into sharing personal 
information or opening malicious files that are attached to the email. Once 
the attachment is opened, it may release malware that spreads into the 
computers or servers of the closed network. The malware may be designed 
to spy on a specific business deal, trade secrets, or intellectual property.31 
Alternatively, any personal information shared with a spear phishing 
scammer may be exploited in a number of ways depending on the 
information provided. 

Zero-Day Exploits: hackers can exploit vulnerabilities before the 
software company fixes the error, exposing users to risks.32  

Malware: are malicious software programs designed to disrupt 
computer operation, gather private data, or destroy a network.  

Rootkit: is software installed and hidden on the victim computer, 
without the user’s knowledge, to access information, monitor user actions, 
modify programs or other activities.33  

Botnet: is a large number of compromised computers that are 
controlled by a hacker. These computers are used to spread worms, spam or 
launch attacks.34   

Distributed Denial-of-Service (DDoS) Attacks: these attacks seek to 
halt normal services by overwhelming the network with traffic. DDoS attacks 
can crash a website, a server or a network by overloading a specific 
application.35  

Spyware: is a malicious program installed on a computer designed 
to monitor browsing habits, users’ personal data, or their general computer 
use. The information is then transmitted to a third party that may sell it.36   

Viruses and Worms: viruses are spread by infected websites and 
email attachments or USBs. They affect the behaviour of the computer, 

 
31  ABA Handbook, supra note 5 at 12.  
32  Reich, supra note 29 at 155-156.  
33  Ibid.  
34  Ibid.  

35  Supra note 10 at 139. 
36  Ibid at 137. 
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causing damage to it or to the entire closed network. Unlike viruses, worms 
do not require an infected host file to continue replicating.37 

Wateringhole: cybercriminals infect a popular website that 
businesses visit frequently. Malicious code can infect a visitor’s computer and 
propagate to the whole computer system.38  

These cyber-weapons are used by outside threats, which represent 
approximately 36% of cyber incidents, according to a study by the Open 
Security Foundation. However, inside threats constitute an important part 
of the threat analysis. Malicious insider attacks are on the rise. The 
motivations for employees and partners of a firm to cause data breaches 
range from pure financial gain to revenge. Organization insiders may also 
cause leakage of information by mere negligence, accident, technological 
misinformation or carelessness. A distribution of cyber incidents in all 
sectors by type of breach in 2015 in the U.S. is shown in Figure 1. 

 
 

Figure 1. Incidents by type of cybersecurity breach in 2015.39 

 
37  Ibid at 138-139.  
38  Matthew Wocks, “Cyberattacks increasingly targeting small businesses, report says” (16 

April 2013), online: Financial Post <https://financialpost.com/technology/cyberattacks -
symantec-report > [perma.cc/UVE9-KXYY]. 

39  “DataLossDB” (2015), online (blog): DataLossDB <https://blog.datalossdb.org/>. Link 
no longer active. 

https://financialpost.com/technology/cyberattacks-symantec-report
https://financialpost.com/technology/cyberattacks-symantec-report
https://myumanitoba-my.sharepoint.com/personal/nashv_myumanitoba_ca/Documents/perma.cc/UVE9-KXYY
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Cyber-attacks have traditionally been pursued to undermine 
government defenses. However, today the majority of cyber-threats target the 
private sector due to the fact that there is a highly lucrative industry behind 
stealing industrial and personal information. Touhill and Touhill argue that 
it is not easily justified to invest in “costly and potentially unproductive 
research and development when you can acquire someone’s information at 
a fraction of the cost” by stealing it on the Internet.40 According to a 2014 
study released by the Center for Strategic and International Studies, the 
approximate cost to the global economy of cybercrime is more than $445 
billion, including the gains to cybercriminals and the costs to companies for 
recovery and defense.41 While the U.S. has ranked first in global security 
threats, Canada has ranked fifteenth worldwide, and sixth in the list of spear-
phishing attacks.42  

The scope and scale of criminal activities extends throughout the 
commercial domain to all sizes of businesses and sectors. A 2012 report 
found that small-size firms are being attacked more regularly most likely 
because they cannot afford large investments in cybersecurity, making them 
easy targets.43 Notably, smaller businesses can hold intellectual property 
belonging to larger corporations when the two are collaborating. By attacking 
a smaller company connected to a larger business network, hackers can 
penetrate the major company indirectly and generally with less resistance.   

Businesses, including law firms, have begun using remote server 
services, or cloud services, to be more cost efficient, improve IT management 
and achieve scalable business protocols. Storing information in the cloud is 
a double-edged sword, as data breaches can yield interesting results for 
hackers. Cloud services offer a wealth of personal and commercial data 
accessible by hacking just one place instead of numerous locations. A hacker 
can steal credentials of a company to gain access to cloud services, obtain 
company data, manipulate data, and perhaps direct clients to infected 
websites wreaking havoc as a consequence.44  

 
40  Touhill & Touhill, supra note 23 at 16. 
41  “Net Losses: Estimating the Cost of Cybercrime and Cyber Espionage” (2014) at 2, 

online (pdf): McAfee <http://csis.org/files/attachments/140609_McAfee_PDF.pdf>  
[perma.cc/4CYV-KVDM]. 

42  Supra note 38. 
43  Ibid. 

44  Bob Violino, “11 top cloud security threats” (11 October 2019), online: CSO Online 
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Smartphones are highly convenient for working more efficiently, but 
they pose significant security risks. One study showed that 80% of 
smartphones do not have malware protection, which increases the risk of 
cyberattacks exponentially.45 A top secret document leaked by Edward 
Snowden and obtained by CBC revealed that Canada and other countries 
exploited smartphone application vulnerabilities to implant spyware and 
collect data on terrorists and other intelligence targets in late 2011.46 
Although government surveillance agencies knew about the software 
weaknesses, they did not alert private companies and the public about them, 
putting users at risk of other governments and cybercriminals accessing their 
data.47 This is just one example of the constant tension governments find 
themselves facing as they choose to sacrifice the rights to privacy and security 
of citizens’ data in the name of protecting national security interests  against 
terrorism.   

Cyberattacks may also be perpetrated by nation-states. Countries 
such as China have been repeatedly confronted with evidence of complicity 
in cybercrimes, but they have denied any involvement.48 Mike McConnell, a 
former director of the American National Intelligence Agency, stated that 
“the Chinese are exploiting [American] systems for information advantage - 
looking for the characteristics of a weapons system by a defense contractor 
or academic research on plasma physics, for example - not in order to destroy 
data and do damage.”49 McConell states that the Chinese favour the 
clandestine approach of spyware since they need to export to the U.S. and 
to maintain a stable currency and global markets. Cybercrime and 
cyberespionage are not going to decrease any time soon for several reasons; 

 
<https://www.csoonline.com/article/3043030/top-cloud-security-threats.html> 
[perma.cc/NG5M-L2N7]. 

45  Ibid.  

46  “Spy Agencies Target Mobile Phones, App Stores to Implant Spyware” (21 May 2015), 
online: CBC News <http://www.cbc.ca/news/canada/spy-agencies-target-mobile-
phones-app-stores-to-implant-spyware-1.3076546> [perma.cc/AL5N-2CU7]. 

47  Ibid.  
48  Supra note 23 at 16. 

49  Nathan Gardels, “Cyberwar with China: Former Intelligence Chief Says It Is Aiming at 
America's 'Soft Underbelly'” (9 April 2010), online: Huffington Post <  
https://www.huffpost.com/entry/cyberwar-with-china-forme_b_452639> 
[perma.cc/R5K4-WVSQ]. 

https://www.huffpost.com/entry/cyberwar-with-china-forme_b_452639
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the most important is that it simply has become an extremely lucrative 
industry with staggering financial gains, which may sometimes have political, 
social and personal motives as well.  

A. Cybercrime and Multi-Jurisdictional Issues 
 

The incentives to steal data are significant yet the deterrents to 
committing cybercrimes are minimal. This is largely because traditional law 
enforcement techniques to deter cybercrime face innumerable challenges.50 
Deterrence is not that effective, due to the nature of cybercrime, the speed 
at which cybercriminals move, and the difficulty in tracking down 
cybercriminals reliably.51 It is extremely difficult to prove beyond any 
reasonable doubt the identity of the source of a cybercrime, as often the 
perpetrators use intermediate computer systems to disguise their identity. 
Even in the rare cases where the ultimate computer source of the attack has 
been identified, it is challenging to prosecute the perpetrators in a 
transnational context. Attackers act very quickly so as to erase the traces of 
the crime immediately after the fact. To complicate matters, cyberweapons, 
regardless of the type, tend to remain undetected by the victim for a long 
time. If the user is not aware of a cyberbreach, law enforcement cannot do 
much. Moreover, by the time the victim knows about the data breach, 
hackers are often gone and have erased their tracks.  

In a multi-jurisdictional environment, the applicability of laws, the 
definitions of crimes and appropriate punishments vary greatly, which 
creates major legal hurdles to law enforcement. Most procedural criminal law 
requirements are based on the assumption that the crimes to be investigated 
and prosecuted have occurred within the geographic boundaries of the 
country. However, the reality of cybercrime is that it is mostly international 
in character. Constructing a transnational set of procedural rules for 
cybercrime could be a start to addressing some of these problems.52 However, 

 
50  Bruce Kobayashi, “Private Versus Social Incentives in Cybersecurity: Law and 

Economics” in Mark Grady & Francesco Parisi, eds, The Law and Economics of 
Cybersecurity (New York: Cambridge University Press, 2005) at 13.  

51  Castel, supra note 17 at 1. 
52  Rosenzweig, supra note 17supra note 17 at 6. 
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pursuing a common substantive set of laws across national borders may well 
prove impossible to achieve.53  

Technology has always advanced more quickly than the law, creating 
new challenges that the law tries to fix in a continuous race to keep up with 
the changes. Technology opens up new opportunities for cybercriminals, as 
they have new tools to commit new crimes and old crimes in new ways. 
According to the Royal Canadian Mounted Police, the most typical cases of 
cybercrime in Canada involve: 

• Mass marketing fraud 
• Money laundering 
• Identity theft 
• Child exploitation 
• Intellectual property infringements 
• Internet-based drug trafficking.54 

Addressing law enforcement challenges “requires broad-based 
domestic and international law enforcement cooperation, engagement with 
public and private sector organizations, and integrating new technical skills 
and tools with traditional policing measures.”55 However, the likelihood of 
achieving effective domestic and international law enforcement cooperation 
is low. The Convention on Cybercrime developed by the Council of Europe 
in 2001 is a modest effort to create a convergence of procedural laws to 
ensure that there are no safe harbours for cybercriminals and to promote law 
enforcement cooperation.56 To date only forty five countries have ratified the 
Convention, and notoriously China and Russia are not signatories.57 Despite 
the laudable efforts of the Convention, it failed at defining cybercrimes, and 
at answering significant questions of extraterritoriality and jurisdiction. The 
fact that China and Russia are not signatories of the Convention technically 

 
53  Ibid. 

54  “Cyber Crime: An Overview of Incidents and Issues in Canada” (16 December 2014), 
online: Royal Canadian Mounted Police <http://www.rcmp-grc.gc.ca/en/cybercrime-an-
overview-incidents-and-issues-canada> [perma.cc/SU8H-UQDC] [RCMP Cyber Crime]. 

55  Ibid.  

56  “Convention on Cybercrime” (23 November 2001), online: Council of Europe  
<https://www.coe.int/en/web/conventions/full -list/-/conventions/treaty/185> 
[perma.cc/GL22-SQEU]. 

57  Ibid. 
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positions them as potential safe havens for cybercriminals and limits the 
reach of the Convention.58   

Beyond the issue of the infancy of cybercrime laws, another problem 
is how to determine whose law is to be applied in cross-border cyberattacks. 
Perhaps the law of the country or countries where the crime originated 
should be applied (also known as the ubiquity doctrine),59 or the law of the 
country where the effects of the crime were felt (also known as the effects 
doctrine),60 or the law of the country where the servers are maintained, or 
where the data storage provider is headquartered, or the law of the 
citizenship of the perpetrator, or all of the above. The problem is that 
“nobody really knows.”61 Due to the complexity of the issue and the 
international failures at creating a homogenous set of cybercrime laws, 
countries have tended to try and maintain their sovereignty and jurisdiction 
within their borders by using the territoriality principle. In attempting to 
assert their jurisdiction, countries have argued that the location of the 
physical infrastructure of the server or where the data is stored will determine 
the jurisdiction and the laws to be applied to the cybercrime.62  

Unfortunately, the assertion of jurisdiction specific laws to 
cybercrimes is a faulty methodology to deter cybercrimes. For example, a 
Spanish hacker may be using a computer in South Africa with access to a 
server in American to steal private data of Swiss citizens stored in the cloud. 
Whose laws will be applied? The territoriality principle does not offer simple 
solutions to the question of jurisdiction. At the end of the day, cyberattackers 
may hide in safe havens and if an extradition order is issued, the country 
where they hide may refuse to hand them over, or in a worst-case scenario, 
the identity of the hacker is never proved. The Royal Canadian Mounted 
Police argued that effective law enforcement requires international 
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agreement and collaboration as well as engagement with public and private 
agencies if we are to begin to glimpse a solution.63  

IV. LAW FIRMS AS HIGH-PRIORITY TARGETS 

Law firms are targeted by hackers and state-sponsored organizations 
because they harbour sensitive client data. Countless cyberbreaches go 
unreported because law firms fear the effects of the publicity on their 
practices. A cyberattack on a law firm resulting in a privacy breach of a 
clients’ information may result in the loss of a firm’s reputation, lawsuits and 
fines, which could cause the firm to close its doors. Thus, it is unknown how 
many successful attacks law firms in Canada have suffered, as firms rarely 
publicly admit breach of data. 

Paradoxically, if law firms were more willing to report cybersecurity 
breaches, steps may be taken to limit the damage of future attacks. At 
minimum, diligent reporting of cybersecurity breaches improves statistics, 
enabling companies to better assess the risks of such attacks within their 
industries. Notably, the Canadian government has created a platform to 
report cyberincidents.64 

Nevertheless, evidence of cyberbreaches in law firms continues to 
grow, despite the details tending to be concealed. The Maryland-based SANS 
Institute (an important cybersecurity training and certification organization) 
recounts an incident where the managing partner and IT partner of a large 
New York law firm had been told by the Federal Bureau of Investigation 
(FBI) that all the firm’s files had been found on a server used as a way station 
for sending data to China.65 The SANS Institute asked about what the 
lawyers were planning to tell their clients. “Telling them anything would be 
crazy!” the lawyers responded. “Can you think of a better way to destroy their 
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trust in us than informing them that all the documents they gave us under 
attorney-client privilege have been stolen?”66  

In a high profile cyberattack in 2010, hackers breached the 
cybersecurity of seven major Canadian law firms on Bay Street, in Toronto. 
The firms were involved in the possible takeover of Saskatchewan’s Potash 
Corp. No client information was compromised according to the law firms 
breached.67 Analysis of the malware revealed that it had been created on a 
Chinese language keyboard and could be traced to servers in China linked 
to state-owned enterprises. Notably, at the time China feared a potential 
global potash monopoly.68 

According to LawPRO Magazine, a cybercrime scheme was 
responsible for the loss of hundreds of thousands of dollars from a small law 
firm in Toronto in December 2012.69 Hackers embedded a virus in a 
computer used by the law firm’s bookkeeper. The virus emulated a bank’s 
website on which the bookkeeper typed in the firm’s trust account password. 
The computer of the victim then sent the passwords to the hackers, who 
could access the account and transfer out money to foreign accounts.70   

In 2019 in the U.S., courts were targeted by cyber attacks, case 
management software was hacked, and more than 100 law firms reported 
data breaches.71 Moreover, recently Dentons Canada LLP fell victim to a 
million-dollar cyberscam.72 
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The potash incident opened the eyes of the legal community in 
Canada. The role of legal agencies like the Canadian Bar Association has 
been instrumental in raising awareness of the problem.73 Some law firms 
such as Goodmans LLP and Gowling Lafleur Henderson LLP have tightened 
cybersecurity by introducing Bit9.74 This software allows only authorized 
programs to run on the law firm’s system and catches vulnerabilities that 
anti-virus programs do not.75 Other firms such as Torys LLP restricted end 
user privileges on the firm’s computers, preventing lawyers and staff from 
installing unauthorized applications.76 One of the weakest points of 
cybersecurity is the human component. Training staff to think before 
clicking odd emails or surf questionable websites, instituting seminars and 
other educational strategies may help staff break old habits and form new 
ones to ensure greater cybersecurity. This human element of cybersecurity 
will be explored in more detail in chapter 3.  

In general, more Canadian lawyers are “increasing cybersecurity 
resources within their firms in order to keep sensitive data safe from 
breaches;”77 however, not all law firms are doing enough to improve their 
cybersecurity. One expert has compared legal professionals’ adoption of 
technology to a hibernating bear, stuck in deep sleep.78 79 

What law firms do regarding cybersecurity stems from the risks they 
perceive. Law firms need to focus on the reality that cybercriminals will 
attempt to access their data systems.80 Thus, raising awareness and investing 
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in education and technology are important measures to mitigate 
cybersecurity risks – a point that will be discussed in greater detail in chapter 
3.


